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Executive Summary

Over the past decade, governance initiatives focused on the space and cyber domains
have worked to develop norms, guidelines, and other types of rules with mixed success. This
project compares and contrasts space and cyber governance work, both in multilateral forums
and in U.S. policy, over the past decade. It considers governance initiatives through two
frameworks, one for multilateral forums and one for national policy in the United States. The
framework for multilateral forums focuses on the time frame, types of participants, goals or
purpose, outcome, use of soft or hard law, and level of success. The framework for U.S. policy
considers the policy type, release date, drivers or motivations, mentions of the commercial
sector or commercial interests, inclusion of arms control issues, inclusion of “global commons”
issues, and overlap between space and cyber issues. These frameworks allow for comparisons
of key characteristics of the initiatives in order to determine implications for future space and
cyber governance efforts.

At the international level, both space and cyber governance have taken place at the
United Nations, in regional forums, and in organizations incorporating private companies,
experts, and academics. More efforts over the past decade have been focused on creating soft
law. Both the United Nations and European Union have worked on space and cyber
governance. Challenges at the UN include states blocking consensus and struggling to
fundamentally agree on a path forward. In the past decade, states have more often created
new forums around cyber issues than space issues, and regional organizations have more often
focused on cyber issues.

In the United States, the release of cyber policies has been more spread out over the
past decade, while space policies have been more concentrated within the past few years since
the National Space Council was reestablished. A number of domestic space and cyber policies
were issued as updates to policies from previous administrators. In both space and cyber
policies, references to the commercial sector have been common, while there has been little to
no mention of arms control or global commons issues. Only one initiative of all domestic
policies reviewed included an area of overlap between space and cyber issues.

For future initiatives, it is notable that governance efforts in the space and cyber
domains are highly siloed, which may limit meaningful progress to reduce the chance of
misunderstandings that could lead to conflict. Divisions among groups of states are also
impeding progress at the UN. Cyber issues face challenges from opposing perspectives on how
information in cyberspace and the internet should be governed, often split between Western
and non-Western states. In space, this divide plays out as the United States tends to be at odds
with Russia and China. The mixed success of space and cyber initiatives at the UN over the past
decade raises questions about the effectiveness of consensus-based forums while regional
organizations, multi-stakeholder forums, and domestic initiatives move forward. At the same
time, the UN continues to play an important role by serving as a forum for states to negotiate
and find areas of common ground when possible.



Introduction

This research project compares and contrasts cyber and space governance work in
multilateral, international forums and in U.S. national policy over the past decade. The purpose
of the project is to consider the characteristics of these governance initiatives and determine
the implications for space and cyber governance efforts going forward. In particular, an
examination of successful and ineffective aspects of governance initiatives could provide useful
information for future governance efforts.

The project focuses on the past decade because cyber governance efforts began to
receive greater attention and movement around 2008 to 2009. After President Obama took
office in 2009, his administration released a number of new cyber policies and strategies. At the
international level, experts began working on the Tallinn Manual focused on cyber warfare and
international law in 2009, and the United Nations (UN) Group of Governmental Experts (GGE)
focused on the cybersphere issued its first consensus report after meeting in 2009 and 2010.

Space governance has a much longer history than cyber governance and, unlike the
cyber domain, a foundation of treaties upon which it can build. Becoming a player in
cyberspace is much simpler than becoming a spacefaring nation. However, the space and cyber
spheres share a number of similarities, particularly regarding the flow of information. Both are
considered areas of emerging technology. They also face similar threats, and both are
considered warfighting domains. The space and cyber realms are extremely interconnected, yet
governance efforts at the national and international levels largely deal with each area
separately. These silos may limit meaningful progress in multilateral forums engaged in

important work to develop best practices, standards, transparency and confidence-building



measures (TCBMs), and other types of “rules of the road” that are needed to address areas of
ambiguity and prevent misunderstandings that could provoke or escalate a conflict. The division
between space and cyberspace could also become problematic from a national security
perspective as threats to these domains become increasingly intertwined. Given the essential
services provided by satellites and the magnitude to which the world relies on the internet and
cyberspace, successful governance initiatives in the space and cyber domains can be highly
beneficial to maintain security and stability to the greatest extent possible.

To enable comparisons of governance initiatives, | developed two frameworks, one for
international efforts and another for domestic policy, to set parameters for how to examine
particular characteristics of the initiatives. Through the frameworks, the initiatives can be
analyzed based on particular facets and more easily compared across particular aspects. For
this project, a multilateral governance initiative counts as a multi-stakeholder effort in an
international forum, involving parties from multiple states (whether governments,
nongovernmental organizations, companies, or other participants), that has received enough
international attention to be discussed to some extent by experts, academics, or others offering
commentary on the proceedings or outcome. The multilateral initiatives included typically
aimed to produce some type of report or policy. Bilateral efforts were not included in the scope
of this project due to the vast number that exist. U.S. governance initiatives included in the
project consist of policy directives, strategies, or other forms of instruction from the executive
branch. This does not include broader policies or strategies that might mention space or cyber
but rather those that focus entirely on space or cyber. Furthermore, only the public,

unclassified versions of documents were reviewed. The paper includes summaries of the



characteristics of interest for each initiative, not necessarily a summary of the content of the
initiative or policy itself.

Multilateral Space and Cyber Governance

Framework for Comparison of International Governance Initiatives

The framework for comparing international governance initiatives in multilateral forums
focuses on the time frame, types of participants, goals or purpose, outcome, use of soft or hard
law, and level of success. This section explains the potential types of responses for each
category.

Time Frame: The time frame is understood differently for different types of initiatives. It
could indicate the period(s) of negotiations, or it could describe the time since a body was
established. For example, the UN Group of Governmental Experts (GGE) on Developments in
the Field of Information and Telecommunications in the Context of International Security is
broken down by the time frame of each session since five separate GGEs have already taken
place with a sixth GGE starting in 2019.

Types of Participants: Some governance initiatives may involve a multi-stakeholder
approach while others might be exclusively for member states. The types of participants in
governance initiatives could be states, non-governmental organizations, private companies,
technical experts, academics, or other types of organizations or individuals.

Goals or Purpose: The goals or the purpose of an initiative will be crucial to determine if
it has been successful. A negotiating process, such as a UN GGE, may have specific goals it aims
to meet, such as producing a consensus report, while other types of forums may have a specific

purpose or mission.



Notable Outcomes: The outcomes of governance initiatives could vary widely. One type
of outcome is a formal agreement. Another type of outcome could be an agreed upon set of
measures or rules to follow voluntarily. The outcome of negotiations at UN bodies could be a
consensus report. Outcomes could also include the implementation of measures. Alternatively,
governance initiatives could fail to produce a concrete outcome.

Soft Law vs. Hard Law: Governance initiatives may produce soft law or hard law in the
outcome of a process or negotiations. Soft law is voluntary, such as transparency and
confidence building measures (TCBMs), best practices, standards, guidelines, or other types of
“rules of the road.” Hard law is legally binding, such as provisions in a treaty.

Level of Success: The level of success of a governance initiative is based on the goals or
purpose of the initiative itself. This framework categorizes the level of success as “successful,”
“mixed success,” or “unsuccessful.” In determining success, there may be multiple factors to
consider. If the goal of an initiative is to produce a consensus report or an agreement, achieving
this would indicate one level of success. Another type of success, which may be challenging to
determine, could be the implementation of an agreement or acceptance by more actors, such
as a regionally-produced proposal being introduced at an international organization. The level

of success may also be judged by commentary or expert opinions, as available.

Overview of Space Forums

Working Group on the Long-term Sustainability of Outer Space Activities, COPUQOS, UN

The Committee on the Peaceful Uses of Outer Space (COPUOS) was created as a UN
committee in 1959 to “govern the exploration and use of space for the benefit of all humanity:

for peace, security and development.”? In particular, COPUOS is known for its development of



the Outer Space Treaty and four other major space treaties. COPUQOS oversees the Scientific
and Technical Subcommittee and the Legal Subcommittee. It reports to the Fourth Committee
of the General Assembly.2 COPUOS has 92 Member States, and international organizations can
hold observer status with COPUOS and its subcommittees.> COPUOS operates through
consensus-based discussions, so an item will not receive formal approval if even one state votes
against it. While this democratic process is valuable for developing accepted international
norms, requiring consensus slows negotiations and sometimes halts progress, leading “many
blame the requirement of consensus for the failure to develop any binding norms” since the
initial five space treaties.*

In 2010, COPUOQS formally created the Working Group on the Long-term Sustainability of
Outer Space Activities, or the LTS Working Group, within the Scientific and Technical
Subcommittee. It aimed to develop guidelines on the long-term sustainability of outer space
activities, a type of soft law. The LTS Working Group included not only states in discussions but
also “established and emerging space actors, private corporations, and civil society,” an
important aspect since any guidelines would impact the entire space community.> The forum
successfully reached consensus on its first 12 LTS guidelines in June 2016° and on nine more
guidelines and text for a preamble in February 2018.7 In the summer of 2018, Russia blocked
approval of a final report on the guidelines.® Nonetheless, the forum succeeded in developing

21 guidelines approved by consensus, which states have already begun to implement.®



Group of Governmental Experts on Transparency and Confidence-Building Measures in Outer

Space Activities, UN

The GGE on TCBMs in Quter Space Activities was established by the UN in 2011 to make
recommendations in order to “improve international cooperation and reduce the risks of
misunderstanding, mistrust, and miscalculations in outer space activities.”!? The GGE, along
with other efforts such as the LTS Working Group, was seen as a way to get around the
deadlock preventing progress in the UN Conference on Disarmament that focuses in part on
space security issues. The GGE consisted of 15 international experts nominated by Member
States and “expected to provide politically neutral expertise to the process.”** The GGE held
three different multi-day meetings from 2012 to 2013 and issued its final report, approved by
consensus, in July 2013. Challenges following the GGE included getting states and international
organizations to implement the recommended TCBMs.!? Regardless, the GGE was “largely
considered a success” and “remains the only time in the last two decades that the United
States, Russia, and China all agreed on a space security-related resolution within the UN.”*3

Group of Governmental Experts on Further Practical Measures for the Prevention of an Arms

Race in Outer Space, UN

In 2017, the UN adopted a resolution co-sponsored by China and Russia to establish a
GGE on “further practical measures for the prevention of an arms race in outer space.” The GGE
was created to consider and make recommendations on a legally-binding treaty focused on the
prevention of an arms race in outer space (PAROS).** The GGE met in 2018 and 2019.%> At its
final meeting in March 2019, the GGE failed to adopt a final report, an objective that requires

all participants to reach consensus.® States differed on how to approach PAROS, including



whether to pursue a legally-binding treaty or voluntary norms, and on the content of an
international instrument.'’ Ultimately, states disagreed over the draft final report for the GGE
because it included a wide variety of initiatives, leading the United States and others to each
find different provisions that they opposed, rather than focusing on a narrower set of issues.*®

Even though the United States participated in the GGE, it voted against the resolution
creating the GGE at the UN Conference on Disarmament because the resolution focused on
Russia and China’s draft “Treaty on the Prevention of Placement of Weapons in Outer Space,
the Threat or Use of Force against Outer Space Objects” (PPWT) as “the foundation for the
GGE’s review.”*® The United States has “long opposed negotiating a legally-binding agreement
based on the PPWT” because it does not address the problem of terrestrially-based anti-
satellite (ASAT) weapons; “fails to resolve definitional problems of what constitutes a ‘weapon
in outer space,’ given the dual-use nature of many space technologies”; and “fails to address
the challenge of creating an effective verification regime,” according to remarks by Ambassador
Robert Wood.?° Rather than implementing a legally-binding agreement, the United States
preferred focusing on TCBMs for activities in outer space.?!

International Code of Conduct for Space Activities, European Union

Member States of the European Union (EU) drafted an International Code of Conduct
for Outer Space Activities in 2007 to 2008 as “one of the first exercises of the new powers to
engage in foreign and security policy making given to the EU under the 2009 Lisbon Treaty.”??
The draft, which was in part a response to a 2006 UN General Assembly resolution asking states
to develop proposals for space TCBMs, “skirted many thorny issues that have plagued prior

international efforts to prevent an arms race in outer space.”?? The EU publicly released its
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draft Code of Conduct in December 2008. It intended to use the draft agreement as a basis for
negotiating a set of international voluntary “rules of the road” by incorporating feedback from
non-EU countries and experts through consultative meetings that took place through 2013,
resulting in several revised drafts.?

The most recent draft was issued in 2014, and the Code of Conduct has generally been
declared dead. Efforts to present the Code of Conduct as a UN proposal failed to come to
fruition, in part because it was drafted outside of UN processes and excluded non-EU members
from the drafting process.?> Russia and China apparently opposed the Code of Conduct because
it failed “to make minimum space traffic standards purely technical and to limit the scope of the
726

rules to civilian nongovernmental operations.

Consortium for Execution of Rendezvous and Servicing Operations

The Consortium for Execution of Rendezvous and Servicing Operations (CONFERS), a
project initially hosted and funded by the Defense Advanced Research Projects Agency
(DARPA), is working to develop best practices for on-orbit satellite servicing (O0S) and
rendezvous and proximity operations (RPO). CONFERS is a multi-stakeholder process
incorporating experts from industry, academia, government, and the international community
to develop “non-binding, consensus-derived technical and operational standards for RPO and
00S.”?” CONFERS began its work in 2018,%8 holding workshops in the United States and
Germany to collaborate with industry partners and find areas for cooperation on development
of standards.?® In November 2018, CONFERS released its “Guiding Principles for Commercial
Rendezvous and Proximity Operations (RPO) and On-Orbit Servicing (00S).”3° In February 2019,

it released an agreed upon set of “design and operational practices,” which “are intended to
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evolve based upon experience gained through future commercial and government servicing
operations.”3! In the coming years, CONFERS plans to develop more technical standards and
integrate them into existing international standards development organizations.3> CONFERS’
leadership and funding will also transition to the private sector.33

Other Noteworthy Initiatives

Manual on International Law Applicable to Military Uses of Outer Space

The Manual on International Law Applicable to Military Uses of Outer Space (MILAMOS)
Project “aims to develop a widely-accepted manual clarifying the fundamental rules applicable
to the military use of outer space in times of peace and in periods of rising tension.”3* It
launched in May 2016 and intended to complete the process within three years.>> MILAMOS is
being developed by an international group of subject-matter experts involved in areas of
general international law, international space law, international humanitarian law, the law on
the use of force, and “advanced technical aspects of space utilisation.”3¢

MILAMOS was formed in part because of other non-governmental efforts that have
successfully shaped state behavior, especially those focusing on the application of international
law to “armed conflict in the emerging frontiers.”?” Examples include the Tallinn Manual on
International Law Applicable to Cyber Warfare, San Remo Manual on International Law
Applicable to Armed Conflict at Sea, and the Harvard Manual on International Law Applicable to
Air and Missile Warfare. According to the MILAMOS website, these initiatives “demonstrate
how international experts and engagement with governments can produce quasi-legal
documents that enjoy widespread recognition and authoritativeness while avoiding many of

the challenges inherent in multilateral negotiations between States on similar topics.”32
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Woomera Manual on the International Law of Military Space Operations

The Woomera Manual on the International Law of Military Space Operations is an
international research project spearheaded by The University of Adelaide, The University of
Exeter, the University of Nebraska and the University of New South Wales - Canberra, which are
working to “develop a Manual that objectively articulates and clarifies existing international law
applicable to military space operations.”° The project, expected to be completed by 2020, “will
draw on the knowledge of dozens of legal and space operations experts from around the
world.”*° The Woomera Manual aims to replicate the success of the two versions of the Tallinn
Manual on International Law Applicable to Cyber Operations, as well as other similar types of
non-governmental efforts that “help clarify the application of the law governing resort to force
and law of armed conflict to new domains and means and methods of armed conflict.”*! The

project held its first workshop in the United States in February 2019.%2

Overview of Cyber Forums

Group of Governmental Experts on Developments in the Field of Information and

Telecommunications in the Context of International Security, UN

The UN GGE on Developments in the Field of Information and Telecommunications in
the Context of International Security was first established in 2004 and has continued under six
separate working groups so far. The most recent working group will meet from 2019 to 2021.
Generally, the GGEs aim to recommend cooperative measures to strengthen information
security at the global level and promote international cooperation in this field. The GGEs
successfully produced consensus reports in 2010, 2013, and 2015 from the second, third, and

fourth GGEs established. However, the groups did not reach consensus at the end of the first
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GGE in 2005 or the fifth GGE in 2017. The GGEs have been recognized for “two major
achievements: outlining the global cybersecurity agenda, and introducing the principle that
international law applies to the digital space.”*

In 2017, the GGE failed to reach consensus after three successful GGEs that advanced
the development of norms and confidence-building measures for cyberspace. The GGE that met
from 2016 to 2017 specifically focused on studying and how to address “existing and potential
threats in the sphere of information security,” as well as studying “how international law
applies to the use of information and communications technologies by states,” which proved to
be a major point of contention.?* The United States and other Western countries wanted to
develop statements about how the use of information and communications technologies (ICTs)
applies to different types of international law, such as humanitarian law, the right to self-
defense, state responsibility, and countermeasures, while states including Russia and China
argued that this could militarize cyberspace and instead wanted to focus on the peaceful
settlement of disputes and conflict prevention.*

This disagreement is representative of what one expert describes as “a bipolar division
in cyber security governance, reflecting two opposing political systems and sets of values.”4®
One group includes the United States and European countries, and the second group includes
Iran, Russia, China, and others. The differences between the groups “have been described as
the cyber space element of a resurgent Cold War, in which neoliberal and democratic
structures confront information control, authoritarianism, and rule-breaking.”#’ While the GGEs
have seen some notable success, it appears that this split will be problematic as cyber initiatives

progress to more contentious matters.
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Cyber Confidence-Building Measures, Organization for Security and Co-operation in Europe

The Organization for Security and Co-operation in Europe (OSCE) began working on
cybersecurity in 2011 and formally decided to draft confidence-building measures (CBMs) in
2012 through the creation of an Informal Working Group under the OSCE’s Security Committee.
The OSCE subsequently adopted 11 CBMs in 2013 and five more CBMs in 2016.%8 Decisions are
made by consensus at the OSCE.*® As a regional security-focused organization with 57
participating states, it has taken “a more bottom-up approach” to developing norms for
cybersecurity with a greater focus on “practical steps to improve cybersecurity cooperation and
prevent misunderstanding and conflict.” > While the OSCE’s CBMs are voluntary, its language is
stronger than that used by UN GGEs. The OSCE tends to use “will” and “shall” rather than
“states should consider” and “states could.”>! Additionally, the OSCE is less transparent than
UN bodies since it operates primarily in closed sessions.>?

Directive on Security of Network and Information Systems, European Union

The EU adopted the Directive on Security of Network and Information Systems (NIS
Directive), the first EU-wide, legally-binding legislation focused on cybersecurity, in 2016. It
required EU Member States to transpose the NIS Directive into their own laws by May 2018. It
aimed to improve Member States’ preparedness, cooperation, and culture of security.>® The NIS
Directive was proposed in the European Commission in 2013.°*

International Code of Conduct for Information Security, Shanghai Cooperation Organisation

The Shanghai Cooperation Organisation (SCO) provides a forum for members to explore
consensus and cooperation on non-traditional security threats, initially focusing on terrorism,

separatism, and extremism and later adding information security.> The SCO is an
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intergovernmental international organization with eight members including China, Russia,
India, and Pakistan, as well as four observer states and six dialogue partners.® It adopts
decisions based on consensus.>’

The SCO created an International Code of Conduct for Information Security that aims “to
push forward the international debate on international norms on information security, and help
forge an early consensus on this issue.”>® According to one analysis, “The Code is largely a
product of regional norm-building undertaken within the SCO.”>° The SCO began addressing
cybersecurity in 2007 by developing a “plan of action” for international information security. In
2009, the SCO agreed upon a formal convention for information security that defined basic
concepts and identified top threats. The states used this convention to create an international
code of conduct in 2011.%°

The SCO submitted the Code to the UN General Assembly in 2011 and, after revision,
again in 2015.%! According to one expert, “China and Russia framed the promotion of the code
as their contribution to the then nascent debate on the promotion of norms for state behavior
in cyberspace,” while the United States and other Western states “largely dismissed the code,
arguing that it was an attempt ... to justify greater state control [over] the Internet’s
governance structures and online content.”®? The revised Code proposed in 2015 appeared
largely as an update to include new developments at the UN and seemed to “soften China and
Russia’s stance on states taking a leadership role on Internet governance issues.”® It appeared
“unlikely that the Russians and Chinese updated the code to make it more palatable to Western

countries,” such as by affirming that international law applies to cyberspace.®
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World Conference on International Telecommunications, International Telecommunications

Union

In December 2012, the International Telecommunications Union (ITU) held the World
Conference on International Telecommunications (WCIT-12) to review the International
Telecommunication Regulations (ITRs), “which serve as the binding global treaty designed to
facilitate international interconnection and interoperability of information and communication
services, as well as ensuring their efficiency and widespread public usefulness and
availability.”®® The outcome of the conference was deemed highly controversial. The United
States, United Kingdom, Canada, and other countries walked out of negotiations on the last day
and did not sign the final document to revise the ITRs. The document, known as “Final Acts,” %
revised legally-binding articles and added non-binding appendices. The United States and allies
were particularly concerned by efforts by Russia, China, Iran, and others to gain “international
legitimacy for practices that they already engage in—increased national control, surveillance,
better attribution and identification of users, filtering,” and more.®” The 89 countries that
signed the revised treaty must comply with it after domestic ratification, and the 80 countries
that refused to sign “will continue to be bound by the original 1988 text” of the ITRs.®® (Note:
Since 151 countries attended, the numbers may have shifted.) One report stated that the lack
of consensus meant that the “legitimacy of the revised treaty is on shaky ground.”®°

Global Commission on the Stability of Cyberspace

The Global Commission on the Stability of Cyberspace (GCSC) is a commission of experts
that was established in 2017 to “develop proposals for norms and policies to enhance

international security and stability and guide responsible state and non-state behavior in
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cyberspace.””? It has 27 Commissioners from various geographic regions and different sectors
including government, industry, technical areas, and civil society, and its main partners include
Microsoft Corporation and the governments of The Netherlands and Singapore.’* The GCSC has
issued a Call to Protect the Public Core of the Internet, a Call to Protect the Electoral
Infrastructure, and Norm Package Singapore which includes “six new global norms for both
state and non-state actors to help promote the peaceful use of cyberspace.”’?

Other Noteworthy Initiatives

Open-Ended Working Group, UN

In 2018, the UN approved a Russian-sponsored resolution to establish a new forum
focused on cyber issues in 2019. It created an open-ended working group (OEWG) of the UN
General Assembly “to study the existing norms contained in the previous UN GGE reports,
identify new norms, and study the possibility of ‘establishing regular institutional dialogue.”””3
The OEWG will essentially compete with the GGE beginning in 2019, which was created through
a resolution sponsored by the United States “to study how international law applies to state
action in cyberspace and identify ways to promote compliance with existing cyber norms.”’4
While GGEs have a smaller membership (usually 15-25 participants) and face a set timeline,
OEWGs can include any of the 193 Member States of the UN and will exist until members
decide to disband it.”> Note that it is too soon to analyze the OEWG.
Tallinn Manuals/Cooperative Cyber Defense Center of Excellence, NATO

The North Atlantic Treaty Organization (NATO) facilitated the development of the
Tallinn Manual on the International Law Applicable to Cyber Warfare (Tallinn 1.0) and the

subsequent Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations.
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NATO’s Cooperative Cyber Defense Center of Excellence (CCDCOE) in Tallinn, Estonia, convened
international legal experts to write the Tallinn Manuals. While Tallinn 1.0 writers were primarily
law of armed conflict (LOAC) experts from the Western Hemisphere, CCDCOE gathered a
broader group (in terms of areas of expertise and countries of origin to include countries such
as Thailand, Japan, China, and Belarus) to write Tallinn 2.0. Other states and organizations
attended as observers.”® The manuals are meant to reflect the law and not a serve as a guide of
best practices, and they are “policy and politics-neutral.”’’ Tallinn 1.0 was written from 2009 to
2012 and released in 2013. A new group of experts convened in 2013 to expand the scope and
wrote Tallinn 2.0, which was released in 2017. Tallinn 2.0 supersedes Tallinn 1.0.72 Note that

the Tallinn Manuals do not create new rules but rather aim to interpret existing law.

U.S. Space and Cyber Policy

Framework for Comparison of Domestic Policy Initiatives

The framework for U.S. domestic policy initiatives considers the policy type, release
date, drivers or motivations, mentions of commercial sector or interests, inclusion of arms
control issues, inclusion of “global commons” issues, and overlap between space and cyber
matters. This section explains the potential types of responses for each category.

Policy Type: The type of policy refers to the entity overseeing the policy’s development
and releasing the policy. This could be White House or a government agency such as the
Department of Defense, Department of State, Department of Homeland Security, etc.

Release Date: For U.S. policies, the time frame referenced refers to the date that the

policy was publicly released or announced. This may be the specific date or the month and year.
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Drivers or Motivations: Similar to identifying the goals or purpose of an international
governance initiative, understanding the drivers or motivations of a domestic initiative could
help shed light on why it was created and intentions around that initiative. If relevant, this
could help indicate any impact of international initiatives on domestic policy.

Mention of Commercial Sector or Interests: Based on the text of the policy, it may be
interesting to see if or how an initiative refers to the commercial sector or commercial
interests. Both the space and cyber fields have experienced a rise in commercial sector
participation in recent years, so the policies may correlate with these changes.

Arms Control Issues: Reviewing the text of a policy would indicate if there is any
particular focus on arms control issues. It may be interesting to compare how space and cyber
policies reference or aim to deal with arms control matters in these domains.

“Global Commons” Issues: Similarly, a review of the policy text would indicate if there is
any reference to the nature of the space or cyber domain as a “global commons,” meaning that
is not controlled by any particular entity. It may be interesting to see if the government makes
any outright references to the commons issue, especially considering that the U.S. government
has at times tried to avoid describing the space and cyber domains in this way.

Overlap Between Space and Cyber: It appears that space policy and cyber policy have
largely operated in silos. It would be notable if a space policy mentions cyber issues, or if a
cyber policy mentions space issues, since the space-cyber overlap has received limited

attention by the U.S. government and others involved in these areas.
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Overview of Space Policies

National Space Policy of the United States

In June 2010, under President Obama, the White House released a new National Space
Policy (NSP).”? Among other areas, the policy focused on “energizing the privately funded space
industry, expanding international space partnerships and sending manned missions farther into
space.”® The White House worked with “a couple of dozen departments,” including “the State
Department, the Joint Chiefs of Staff, and the Department of Energy, to develop a policy that
“reflected the president’s priorities.”!

The NSP indicated the Obama administration’s support for international cooperation in
space and openness to an arms control treaty to limit space weapons, a sharp contrast to the
Bush administration’s policy and a return to the stance taken by previous administrations to
focus on space arms control negotiations.®? The NSP said the United States would pursue
TCBMs for responsible and peaceful activities in space and “consider proposals and concepts
for arms control measures if they are equitable, effectively verifiable, and enhance the national
security of the United States and its allies.”®3 The 2010 policy also differed from the Bush era
policy by highlighting the commercial space sector, with a top goal to “energize domestic
industries.”® For instance, it directed federal agencies to “actively explore the use of inventive,
nontraditional arrangements” such as “public-private partnerships, hosting government
capabilities on commercial spacecraft,” and buying “data products from commercial satellite
operators.”® The NSP touched on global commons issues by stating its intention to help
preserve the space environment “for the responsible, peaceful, and safe use of all users,”

including through debris mitigation.®® The NSP did not mention cyber issues.
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National Security Space Strategy

In January 2011, the Department of Defense (DOD) and Office of the Director of
National Intelligence released the unclassified summary of the first-ever National Security
Space Strategy (NSSS). It notably described the space environment as “congested, contested,
and competitive.”®” The document complemented the Obama administration’s 2010 NSP. DOD
viewed the NSSS as a “pragmatic approach to maintain the advantages derived from space
while confronting the challenges of an evolving space strategic environment.”28 A space policy
analyst described its broad “approach to security with an improved balance of commercial, civil,
and military views of space,” as well as its emphasis on international cooperation and use of “a
multilayered approach to securing satellite capabilities, including norms and building resilience
into U.S. space systems.”®®

The NSSS repeated the same statement as the 2010 NSP regarding the United States’
willingness to consider arms control measures, in addition to its support for developing data
standards, best practices, and TCBMs.?® The NSSS also highlighted “energizing the U.S. space
industrial base” as a part of the strategy to bolster national security.’ Further similar to the
NSP, the NSSS touched on global commons issues by stating that achieving its “objectives will
mean not only that our military and intelligence communities can continue to use space for
national security purposes, but that a community of nations is working toward creating a
sustainable and peaceful space environment to benefit the world for years to come.”?? It also

described space as “a domain that no nation owns but on which all rely.”®3 The NSSS did not

discuss cyber issues.
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National Space Transportation Policy

On November 21, 2013, the White House released the National Space Transportation
Policy,’* an update to the Bush era 2004 policy. The new policy did not vary drastically from the
2004 version. New aspects included an emphasis on bolstering the commercial space
transportation sector, such as by allowing new entrants to launch U.S. government payloads
and encouraging “increased technological innovation and entrepreneurship.”®> The policy did
not discuss arms control besides noting the need to conform with international arms control
agreements.’® It also did not touch on global commons or cyber issues.

National Space Weather Strategy

In October 2015, the White House released the National Space Weather Strategy, a
product of the National Science and Technology Council. The strategy was developed by the
Space Weather Operations, Research, and Mitigation (SWORM) task force, an interagency
group established to “develop a national strategy and a national action plan to enhance
national preparedness for space-weather events.” The strategy highlighted the importance of
international coordination and cooperation, but it did not focus on arms control, global
commons, commercial sector, or cyber issues.®’

NOAA Commercial Space Policy

In January 2016, the National Oceanic and Atmospheric Administration (NOAA), which is
part of the Department of Commerce, released the NOAA Commercial Space Policy.*® The
policy was part of NOAA’s push to procure weather data from the commercial space sector.
According to the policy, NOAA sought “to leverage commercial space capabilities to capitalize

on available extramural expertise, to improve weather forecasting, diversify NOAA's portfolio of
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data collection capabilities, to promote U.S. space commerce and the industrial base, and to
pursue enhancements in mission areas, program schedules, and costs.”®® In particular, NOAA
was looking to work with the commercial sector regarding data buys, hosted payloads,
rideshares, and launch services.’® The policy did not focus on arms control, global commons, or
cyber issues.

Presidential Executive Order -- Reviving the National Space Council

On June 30 2017, President Trump signed an executive order re-establishing the
National Space Council “to provide a coordinated process for developing and monitoring the
implementation of national space policy and strategy.”*°* Among other things, the Council was
directed to “foster close coordination, cooperation, and technology and information exchange
among the civil, national security, and commercial space sectors.”*?2 The Council was last active
in 1993 during the George H. W. Bush administration. The executive order also established a
Users’ Advisory Group, an entity meant to ensure that “the interests of industries and other
non-Federal entities involved in space activities, including in particular commercial entities, are
adequately represented in the Council.”!% The executive order did not focus on arms control,
global commons, or cyber issues.

National Space Strategy

On March 23, 2018, the White House announced a new National Space Strategy focused
on protecting “American interests in space through revised military space approaches and
commercial regulatory reform.”1% The White House did not publicly release the strategy but
rather a fact sheet about the strategy. The fact sheet noted, “The Trump administration’s

National Space Strategy prioritizes American interests first and foremost, ensuring a strategy
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that will make America strong, competitive, and great.”*% It emphasized “peace through
strength in the space domain” and highlighted four “pillars for a unified approach,” one of
which expressed support for the U.S. commercial sector and cooperation with international
partners.1% The strategy did not focus on arms control, global commons, or cyber issues.

Space Policy Directive -- Reinvigorating America’s Human Space Exploration Program

On December 11, 2017, President Trump issued an executive order, “Reinvigorating
America's Human Space Exploration Program,” also known as Space Policy Directive-1 (SPD-1).
It directed NASA to engage in greater space exploration. The policy noted, “the United States
will lead the return of humans to the Moon for long-term exploration and utilization, followed
by human missions to Mars and other destinations.”%” It did not touch on arms control, global
commons, or cyber issues.

Space Policy Directive -- Streamlining Regulations on Commercial Use of Space

On May 24, 2018, President Trump signed SPD-2, instructing his administration to create
new, streamlined regulations for the commercial space sector. The policy directed the Secretary
of Transportation to create a new regulatory regime for launch and re-entry, including
potentially requiring just a single license for all types of commercial space flight operations.
SPD-2 also directed agencies to review commercial remote sensing, radio frequency spectrum,
and export licensing regulations. The policy reorganized the Department of Commerce to
consolidate its commercial space flight activities into one office.% SPD-2 stemmed from
recommendations by the National Space Council and complaints from commercial space
companies “feeling hampered by overly strict, complex, and lengthy U.S. government

regulations.”' It did not mention arms control, global commons, or cyber issues.
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Space Policy Directive -- National Space Traffic Management Policy

On June 18, 2018, President Trump issued SPD-3, a national policy for space traffic
management (STM). A major aspect of the directive is that it shifted responsibility for providing
“the publicly releasable portion” of space situational awareness (SSA) data to satellite operators
from DOD to the Department of Commerce. Beyond bolstering the sharing of U.S. government
SSA data and STM services, it expressed support for “new opportunities for U.S. commercial
and non-profit SSA data and STM services.” The directive also focused on space debris
mitigation, among other areas.'° Like previous SPDs, SPD-3 came from recommendations by
the National Space Council. It was also considered highly relevant for the global space
community as the number of objects in space is expected to rapidly increase in the coming
years,'! but it did not focus specifically on global commons, arms control, or cyber issues.

Space Policy Directive -- Establishment of the United States Space Force

On February 19, 2019, President Trump signed SPD-4 to direct DOD to propose to
Congress the creation of the United States Space Force “as a new armed service within the
Department of the Air Force.”!'2 Under the proposal, the Space Force would “organize, train,
and equip forces to provide for freedom of operation in, from, and to the space domain; to
provide independent military options for national leadership; and to enhance the lethality and
effectiveness of the Joint Force.”*3 It would be led by a civilian Under Secretary of the Air Force
for Space who would also serve as the Under Secretary for Space.'** SPD-4 was considered a
long-awaited formal action by the White House directing the creation of the Space Force. The
Trump administration formally announced its intention to create a Space Force in August

2018.11> SPD-4 did not discuss arms control, global commons, or cyber issues.
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Overview of Cyber Policies

Cyberspace Policy Review

On May 29, 2009, the White House released the Cyberspace Policy Review following a
presidentially-directed 60-day “clean-slate” review to “assess U.S. policies and structures for
cybersecurity.”*'® The review team consisted of government cybersecurity experts who
“engaged and received input from a broad cross-section of industry, academia, the civil liberties
and privacy communities, State governments, international partners, and the Legislative and
Executive Branches.”''” The Cyberspace Policy Review “summarizes the review team’s findings
and outlines initial areas of action to help the United States achieve a more reliable, resilient,
and trustworthy digital infrastructure for the future.”!'® The review noted roles for the
commercial sector, including “enterprise leadership responsibility,” public-private partnerships
for securing cyberspace, and innovation to address cybersecurity concerns.'? It did not focus
on arms control, global commons, or space issues.

International Strategy for Cyberspace

In May 2011, the White House released the International Strategy for Cyberspace.'?®

The strategy “lays out the President’s vision for the future of the Internet, and sets an agenda
for partnering with other nations and peoples to achieve that vision.”*?! It listed ideal norms for
behavior for cyberspace and was meant to be “a strong foundation for the diverse activities we
will carry out across our entire government.”'?? The strategy noted the need to strengthen
collaboration with the private sector.*?? It did not discuss arms control, global commons, or

space issues.



27

DOD Strategy for Operating in Cyberspace

In July 2011, DOD released a Strategy for Operating in Cyberspace.'?* It was the first
unified strategy for cyberspace ever released by DOD and “officially encapsulates a new way
forward for DoD’s military, intelligence and business operations.”?> The strategy included
supporting technological innovation by businesses.*?® It did not focus on arms control, global
commons, or space issues.

Presidential Executive Order -- Improving Critical Infrastructure Cybersecurity

On February 12, 2013, President Obama signed Executive Order 13636, “Improving
Critical Infrastructure Cybersecurity.” It touched on the private sector in regard to information
sharing.'?” According to congressional testimony by Eric A. Fischer of the Congressional
Research Service, the development of the executive order “involved a lengthy interagency
process, with both agencies and stakeholders in the private sector providing input.”?® The
executive order, together with Presidential Policy Directive-21 (described below), directed
government efforts to protect critical infrastructure from cyber threats and “reinforce the need
for holistic thinking about security and risk management.”?° It did not discuss arms control,
global commons, or space issues.

Presidential Policy Directive -- Critical Infrastructure Security and Resilience

On February 12, 2013, the same day that President Obama signed Executive Order
13636, the White House also released Presidential Policy Directive-21 (PPD-21), “Critical
Infrastructure Security and Resilience.” PPD-21 was an effort to advance “a national unity of
effort to strengthen and maintain secure, functioning, and resilient critical infrastructure.”*3° It

set “national policy on critical infrastructure security and resilience.”3! The directive required
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that government agencies work with industry and private sector stakeholders.'3? It did not
discuss arms control, global commons, or space issues.

NIST Framework for Improving Critical Infrastructure Cybersecurity

On February 12, 2014, the National Institute of Standards and Technology (NIST), which
is part of the Department of Commerce, released the Framework for Improving Critical
Infrastructure Cybersecurity.*33 NIST created the Framework based on Executive Order 13636
which called for developing “a voluntary risk-based Cybersecurity Framework — a set of industry
standards and best practices to help organizations manage cybersecurity risks.”3* The NIST
Framework, developed with collaboration between the government and private sector, “uses a
common language to address and manage cybersecurity risk in a cost-effective way based on
business needs without placing additional regulatory requirements on businesses.”*3> On April
16, 2018, NIST released an updated Framework (Version 1.1) that “refines, clarifies, and
enhances Version 1.0.”13¢ Neither versions of the Framework focused on arms control, global
commons, or space issues.

DOD Cyber Strategy (2015)

In April 2015, DOD released a new Cyber Strategy.'3’ Its purpose was “to guide the
development of DoD's cyber forces and strengthen our cyber defense and cyber deterrence
posture” and set “objectives for the Department to achieve over the next five years and
beyond.”!3 It mentioned the importance of working with the private sector, among other types
of actors, to “strengthen deterrence by denial through improved cybersecurity.”*3 It also
focused on building the cyber workforce, in part by implementing “private sector exchange

programs.”1*? While the strategy did not specifically discuss arms control, it did focus on
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countering the proliferation of destructive malware through international regimes and best
practices, as well as domestic export control regimes for dual-use technologies.*!

The Cyber Strategy was an update to the strategy released in 2011. The 2015 version
was much more comprehensive and detailed, including about “DOD’s role in defending the
United States against cyber attacks” and “how DOD will integrate cyber capabilities into military
operations.”#? It was also meant to provide guidance for DOD’s Cyber Mission Force structure.
The new strategy was an effort by DOD “to be more transparent about U.S. military doctrine,
policy, roles, and missions in cyberspace, both to better inform the public debate and expand
declaratory policy for cyber conflict.”43 It was a major change from the 2011 strategy that
7144

“made little reference to the Pentagon’s operational or offensive cyber capabilities.

Cybersecurity National Action Plan

On February 9, 2016, the White House released a fact sheet of the Cybersecurity
National Action Plan. President Obama directed his administration to implement a
Cybersecurity National Action Plan, which was “the capstone” of more than seven years of work
by the Obama administration, “building upon lessons learned from cybersecurity trends,
threats, and intrusions.”'*> The plan aimed to improve “cybersecurity across the Federal
Government, the private sector, and our personal lives.”*%® As part of the plan, the government
intended to work with “top strategic, business, and technical thinkers from outside of
government to study and report on what more we can do to enhance cybersecurity awareness
and protections, protect privacy, maintain public safety as well as economic and national
security, and empower Americans to take better control of their digital security.”**’ The plan

did not discuss arms control, global commons, or space issues.
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Department of State International Cyberspace Policy Strategy

In March 2016, the Department of State released its International Cyberspace Policy
Strategy, a report submitted to Congress to provide an update on the implementation of
President Obama’s International Strategy for Cyberspace.'*® It did not focus on the commercial
sector, arms control, global commons, or space issues.

Presidential Executive Order -- Strengthening the Cybersecurity of Federal Networks and

Critical Infrastructure

On May 11, 2017, President Trump signed an executive order, “Strengthening the
Cybersecurity of Federal Networks and Critical Infrastructure.” It focused on addressing
cybersecurity concerns in the executive branch.* It also built upon President Obama’s
Executive Order 13636, “Improving Critical Infrastructure Security,” including by supporting
private sector owners and operators of critical infrastructure.° It did not discuss arms control,
global commons, or space issues.

DOD Cyber Strategy (2018)

In September 2018, DOD released a summary of its new Cyber Strategy,*! replacing the
strategy released in 2015. Its purpose was to explain how DOD “will implement the priorities of
the National Defense Strategy in and through cyberspace.”*>? The strategy aimed to expand
“cyber cooperation with allies, partners, and private sector entities.”*>3 It did not focus on arms
control, global commons, or space issues.

National Cyber Strategy

In September 2018, the White House released the National Cyber Strategy.™* It

replaced the previous cyber strategy from 2003 and provided updated priorities for
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government agencies.'> The new strategy notably included a brief section on improving

cybersecurity in space as part of its agenda to bolster critical infrastructure. It stated:
“The United States considers unfettered access to and freedom to operate in space vital
to advancing the security, economic prosperity, and scientific knowledge of the Nation.
The Administration is concerned about the growing cyber-related threats to space
assets and supporting infrastructure because these assets are critical to functions such
as positioning, navigation, and timing (PNT); intelligence, surveillance, and
reconnaissance (ISR); satellite communications; and weather monitoring. The
Administration will enhance efforts to protect our space assets and support
infrastructure from evolving cyber threats, and we will work with industry and
international partners to strengthen the cyber resilience of existing and future space
systems.”1°6

The strategy also touched on protecting American businesses from malicious actors, as well as

partnering with the private sector to improve cybersecurity, including specifically for risk

management and incident response related to critical infrastructure.'®” The strategy did not

delve into arms control or global commons issues.

Comparisons and Findings

International Governance Initiatives in Multilateral Forums

A number of similarities exist between international governance initiatives focused on
space and cyber issues. There is no primary entity that governs either area. Rather, a mix of
initiatives at the international and regional levels have taken place over the past decade.

Notably, both the United Nations and European Union have been working on space and cyber
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governance. More efforts over the past decade have been focused on creating soft law. At the
UN, there have been multiple GGEs for space and cyber, although GGEs have more consistently
been created for cyber issues. Three cyber GGEs successfully reached consensus on a final
report, while only one space GGE did so. The space-focused forums at the UN have faced
challenges in part due to single countries blocking consensus, as happened with Russia on the
final report for the COPUOS LTS guidelines.

Looking at the past decade, states have been more interested in creating new forums to
discuss and develop rules of some kind about cyber issues than space issues. More regional
organizations are focusing on cyber than space. Interestingly, the cyber GGE process now faces
competition from the newly created open-ended working group (OEWG) at the UN, which will
allow participation from more states. While this could be beneficial for greater inclusion, it
could also make it more difficult to reach consensus. Some have expressed concern that the
OEWG will split attention on cyber issues and allow “forum shopping.”>8 States have made
proposals for other types of forums to discuss cyber issues, as well. They have proposed
creating a COPUOQOS-like committee for cyber, essentially a cyber committee of the General
Assembly, given the productive track record of COPUQOS in developing international agreements
through its history. However, the United States would likely oppose such a committee for
cyberspace since officials are “less interested in creating new norms as they are enforcing those
that are already on the books” and would rather “work with like-minded states to call out norm
violating behavior and impose costs on those who don’t play by the rules.”*>?

Another point where space and cyber governance differ is the way states are divided on

major issues. In space efforts such as the GGE on PARQS, it is clear that countries such as Russia
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and China want to create a legally-binding international document around weapons in space
while the United States would rather focus on norms and TCBMs. While more and more states
are becoming players in space, the top spacefaring nations are still the lead players. In the
cybersphere, however, many more countries have critical stakes in international rules and want
to be involved in developing those rules. The divide between states on cyber issues is typically
portrayed as Western versus non-Western. Non-Western states such as China, Russia, and Iran
want to exert national control over content in cyberspace, while Western states including the
United States and European countries seek “an open and free internet driven largely by global
market competition with some government regulation and civil society observation.”*¢ This
split is apparent through the splintering of cyber efforts at the UN with the creation of the
OEWG alongside the GGE process. At the same time, the OSCE, whose membership includes
Western countries and Russia, successfully agreed upon norms for cybersecurity cooperation.
Regional organizations have taken on a notable role in developing governance
initiatives. The EU and the Shanghai Cooperation Organisation each crafted a code of conduct,
the EU for space and the SCO for cyber, to lay out norms in line with the views of their
members. While successful internally, each organization has tried and failed to gain traction at
the UN with their proposed codes of conduct. It appears that these organizations have not been
able to gain broader international acceptance of the codes of conduct because they were
drafted outside of UN processes and only reflect the viewpoints of the limited number of
participants involved. Related to this, regional organizations such as the SCO and the OSCE
operate with greater secrecy, so the lack of transparency about how governance initiatives

develop and how members reach agreement may hinder further international progress.
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Alongside multilateral forums with states as the primary actors, other initiatives have
formed to interpret international law as it relates to both space and cyber. The Tallinn Manual
focused on cyber operations was the first of these, and two space-focused efforts, the
Woomera Manual and MILAMOS, followed in more recent years in part due to the success of
the Tallinn Manual. These efforts allow academics and experts outside of government to
participate in “a multilateral norm-building effort even if it only includes members of one
alliance system,” as in the case of the Tallinn Manual under the auspices of NATO.%®! Even if
these manuals are initially developed only for a limited number of states, they can still play a
role in elucidating how international law is relevant for these domains. Private industry is also
working to develop norms and guidelines, as seen with CONFERS for space operations and the

Microsoft-backed Global Commission on the Stability of Cyberspace.

Domestic Policy Initiatives in the United States

Over the past decade, the United States has released a number of strategies and policies
dictating approaches to address space and cyber issues. The White House was the top issuer of
national policy for both space and cyber. However, cyber policy initiatives came from a broader
group of agencies as a whole, including DOD, NIST, and the State Department. Additionally, the
release of cyber policies was more spread out over the past decade, while space policies were
more concentrated within the past few years since the National Space Council was revived.

Comparing publicly released initiatives, the Obama administration issued more policies
focused on cyber than space, while the Trump administration issued more policies focused on
space than cyber. A number of domestic space and cyber policies were issued as updates to

policies from previous administrators to align with new viewpoints or keep current with
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changes in these domains. Although it was not specifically mentioned, the Office of Personnel
Management hack and other high-profile cyberattacks on U.S. companies may have served as
an impetus to develop domestic cyber policies.

In both space and cyber, references to the commercial sector or commercial interests
have been common in national policies and strategies. This is unsurprising given the increasing
involvement of industry actors in both sectors. None of the cyber policies over the past decade
referenced arms control or global commons issues, while two space strategies did so early on in
President Obama’s tenure. Only one initiative of all domestic policies reviewed, the National
Cyber Strategy released in 2018, included an area of overlap between space and cyber issues.

Another noteworthy aspect of cyber policy is that the Trump administration has used
more aggressive language around cyber issues. In the DOD Cyber Strategy released in 2018, an
update to the 2015 policy, DOD placed a much greater focus on offensive activities with more
forceful language around deterring and defending against cyberattacks. On a related note, the
2018 Nuclear Posture Review suggests that the United States could consider using a nuclear
weapon in response to a cyberattack, although ambiguity around the policy exists.6?

U.S. policies on cyber and space also tie into multilateral efforts. In the cybersphere, the
United States has placed a significant focus on protecting critical infrastructure and bolstering
government agencies against cyberattacks. This aligns with the types of norms that it has been
pushing, along with Western allies, at the UN. Regarding space, the United States has been
developing policies to support the space industry, including by improving licensing processes
and other regulations. The government is working to develop better management systems for

SSA and STM to provide greater protection for satellites in space, an issue with global
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implications since the United States provides SSA services for 100 other countries, companies,
and organizations.®® Furthermore, the Trump administration’s efforts to develop a U.S. Space
Force as a new military branch reflect its desire to protect against adversaries with ground-
based and on-orbit ASAT weapons. This relates to the challenges facing multilateral forums
focused on space issues given the obstacles around even defining a weapon in space or
reaching agreement on how to further develop norms against their use, an issue that recently

received renewed attention following India’s ASAT test.6

Timelines

Based on the initiatives and policies reviewed, | created two timelines to show how
multilateral governance initiatives align with U.S. policy initiatives over the past decade. The
space governance timeline shows that efforts are more concentrated on recent years, while the
cyber governance timeline indicates that efforts have been more consistently spread out over

the past decade.



37

|12uno? asedg [euonjep -- 18piQ 9AIINOAX]
FANITA w::—.
ABejeng asedg |euonep s,juapisaid

8L0zZ yaley

rn&w
2102 Jsqusdag

AGajens
£-ads _ Kaijog uoneyodsues) asedg jeuoneN eoedg funoag |euoneN INQO/AOQA
810z ,m_s_, €102 J2qWanoN 102 a_gcm_,
1
+-ads Z-ads Aalj0d 9oedg |e1oJ9WWo) YYON Kaljod soedg JeuoneN
610z Auenuged  gLOZ Aep glLog fuenuep

| 0L0g 8unr

8Lo¢ L10¢C 91L0¢ GlLoc ¥10c €lLoc A% LLoC oLoc

I.a::mi BI3WOOM

s yaN0D
I soxvd uo 399 NN
T ioefoad SOWYTIN

swgoL vo 300 N [EE——

auljdWl] 82UBUIBAOL) adedg



38

ABajens Asljod asedsiaqhs |euoneuwsaju| e3uelisay pue Aundes eimonssesu)

ABajeng 1agh) jeuoneN leai1) -- @AnoaaIq Aoljod [epuapisaid
9102 Wliew
810¢ Lmn_Equm €10z Arenigad
AGayens 12949 goa aoedsiaqhq 1oy AGajenyg [euoneLIa)U|
810g Jsquisideg LLOZ Aep
ainjoniseyu| o)
PUE SHIOMIAN [BIPa4 30 AJlndasioghn Runaasiaqhy ainjonssesyu)
ay} Bujuayybusaayg - J9pIQ SAIINIBXT] |eanu) Buiroidw) - 1apiQ @Anoex3
1102 fepy ABajens 18942 aoa £10z Atenigay
$10Z |udy
| asedsiaghn
1L yJomaweld 1SIN ue|d uonoy |euocneN Alunosasiaqhn 0'L ¥Jomawelrq 1SIN ul Bupesadp 104 AB33ENS QOQ malnay Aoljod asedsiaghn
| 8102 udy 910z Aenige4 | 10z Auenigad Loz Ainp 6002 Aep

8L0¢ 102 9l0¢ S10¢ 14404 €102 cloc LLoC 0lL0e

I 20512940 Jo AIGEIS 9y} Uo oISSILWIOD 20D
orvn/sienueiy uunieL [T
4 dno.n Bunjiop papuz-uado NN

SUOEDIUNWWIOYI|3] [BUCHEUIAJU| UC 3ouasajuod prom Nl I
00s

gER

3380

ENe=99 NN
s3oo nn [N
vaoo Nnn [

€399 NN

zaoo Nn

aulldWl | 92UBUIBAOL) J8ghn



39

Implications for Future Governance Initiatives

The way that governance initiatives focused on space and cyber have been so deeply
siloed may be problematic moving forward. Cybersecurity of space assets and infrastructure is
an area that has received some attention in the academic and think tank community, but it may
take leadership from the private sector to make progress in this area. Encouragingly, the U.S.
government and space industry are working together to develop the first Information Sharing
and Analysis Center (ISAC) for space. The U.S. government has created ISACs for other
industries, such as aviation, financial services, and energy, since the late 1990s “to collect,
analyze and disseminate information about security threats that affect specific sectors.”*®> The
creation of the Space ISAC supports the National Cyber Strategy, released by the White House
in September 2018, which directs the government to work with private industry to “strengthen
the cyber resilience of existing and future space systems.” 166

Divisions among groups of states are impeding progress on governance issues at the UN.
For instance, Western and non-Western states traditionally take opposing views on certain
cyber issues. Western states intend to develop norms focused “on protecting the Internet’s
global infrastructure and operations rather than on governments’ control over what their own
citizens can see,” although they support some controls on content such as “using online media
to spread fake news or manipulate public opinion right before an election.”*®” Non-Western
states focus “on the political effect of information and the belief that content is used against
states to destabilize their regimes,” and, consequently, want “greater recognition of sovereign

rights in cyberspace.”!®® Non-Western states seek a treaty with “a more state-centric model for

Internet governance,” which would “upend the Western insistence on freedom of information
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as a basic human right” and “contradict the West’s preference for multi-stakeholder
governance in the cybersphere.”*® It is notable, however, that not all states fit into this
dichotomy. For instance, Egypt and the Gulf states cooperate closely and want to maintain a
positive relationship with Western allies, yet they have taken a more authoritarian approach to
national cyber issues.’°

Although this project does not focus on bilateral efforts, the U.S.-China Cyber
Agreement of 2015 is a significant example of agreement between states on different sides of
the cyber divide. The two countries agreed not to hack each other’s private companies to steal
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Forum Time Frame Types of Goals or Purpose Notable Soft vs Level of Success
Participants Outcomes Hard Law
Group of Governmental Six GGEs: Experts Consider Produced Soft law Mixed success: (a)
Experts on Developments 2004-5, nominated cooperative consensus success in achieving
in the Field of Information 2009-10, by member measures to reports in consensus reports
and Telecommunications 2012-13, states strengthen 2010, 2013, in 3 of 5 GGEs,
in the Context of 2014-15, information security | and 2015 although did not
International Security, UN 2016-17, at the global level (from the achieve consensus
2019-21 and promote Second, Third, reports in 2 of 5
international and Fourth GGEs; (b) GGEs
cooperation in this GGEs); did not credited with
field reach “outlining the
consensus in global cybersecurity
2005 (First agenda” and
GGE) orin “introducing the
2017 (Fifth principle that
GGE) international law
applies to the
digital space” [8]
Informal Working Group, 2012-2016 Member "draft confidence- Agreed upon Soft law Successful: agreed
Organization for Security states building measures 16 CBMs, 11in upon two sets of
and Co-operation in (CBMs) to enhance 2013 and 5in CMBs, 16 in total,
Europe interstate co- 2016 which were
operation, adopted by the
transparency, OSCE [9, 10, 11]
predictability, and
stability, and to
reduce the risks of
misperception,
escalation, and
conflict that may
stem from the use of
ICTs" [2]
European Union Standing Member Operate as political Approved Hard law Successful: EU
Organization | states and economic union legislation adopted the
(regional Directive on
organization) Security of Network
and Information
Systems in 2016;
states directed to
transpose into
national law (2018
deadline)
Shanghai Cooperation Standing Member Explore consensus Created and Soft law Mixed success:
Organisation Organization | states and cooperation on revised achieved consensus
non-traditional International on Code within
security threats [3] Code of SCO; failed to make
Conduct for progress at the UN
Information [12]
Security
ITU World Conference on December Primary: Review the "Final Acts" Hard law Mixed success:
International 2012 states; International document to (amende created new
Telecommunications Secondary: Telecommunication update ITRs d articles) | agreement, but
observers Regulations (ITRs) completed, and soft major split- some
(other (legally binding although law states signed on to
stakeholders) | treaty) [4] controversially | (appendic | new agreement
[7] es) [7] while others didn't

[13,14]
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Open-Ended Working Standing States "study the existing In progress In In progress
Group, UN Organization norms contained in progress

the previous UN GGE

reports, identify new

norms, and study

the possibility of

‘establishing regular

institutional dialogue

5]
Tallinn 2009-2017 Experts Create manual on Produced two N/A Successful:
Manuals/Cooperative international law manuals produced two
Cyber Defense Center of governing cyber manuals
Excellence, NATO operations
Global Commission on the 2017- Experts “develop proposals Issued norm Soft law Successful: issued
Stability of Cyberspace Present for norms and proposals two calls for

policies to enhance
international
security and stability
and guide
responsible state
and non-state
behavior in
cyberspace” [6]

protection and one
norms package
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Policy

Policy Type

Release
Date

Drivers or
Motivations

Commercial
Sector or
Interests

Arms
Control
Issues

“Global
Commons”
Issues

Overlap
Between
Space and
Cyber

National Space Policy

White House
[1]

June 2010

Update guidance
for government
activities in space
[12]

Yes

Yes

Yes

No

National Security Space
Strategy: Unclassified
Summary

DOD/ODNI
(2]

January
2011

Provide greater
focus on national
security beyond
2010 NSP

Yes

Yes

Yes

No

National Space
Transportation Policy

White House
(3]

November
2013

Update and
replace 2004 U.S.
Space
Transportation
Policy [13]

Yes

No

No

No

National Space Weather
Strategy

White House
(41

October
2015

Develop strategy
"to enhance
national
preparedness for
space-weather
events"

No

No

No

No

NOAA Commercial Space
Policy

NOAA [5]

January
2016

Part of push to
procure weather
data from the
commercial
sector

Yes

No

Executive Order Reviving the
National Space Council

White House
(6]

June 2017

"provide a
coordinated
process for
developing and
monitoring the
implementation
of national space
policy and
strategy"

Yes

No

Space Policy Directive-1

White House
(71

December
2017

Formalized space
exploration goals

No

No

National Space Strategy

White House
(8]

March
2018

Update Obama
era space policy

Yes

No

Space Policy Directive-2

White House
[9]

May 2018

Fix complex
regulations
unfriendly to
commercial
space sector

Yes

No

Space Policy Directive-3

White House
[10]

June 2018

Rapidly
increasing
objects in space,
need for
improved STM
and SSA

Yes

No

No

No

Space Policy Directive-4

White House
[11]

February
2019

Formalized White
House plan to
establish Space
Force

No

No

No

No
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Policy Policy Type Release Drivers or Commercial Arms “Global Overlap
Date Motivations Sector or Control | Commons” Between
Interests Issues Issues Space and
Cyber
Cyberspace Policy Review White May 2009 Identify areas for the Yes No No No
House [1] White House/US to
take action on
improving
cybersecurity for the
nation
International Strategy for White May 2011 Set "agenda for Yes No No No
Cyberspace House [2] partnering with other
nations and peoples
to achieve that vision"
DOD Strategy for DOD [3] July 2011 Create unified Yes No No No
Operating in Cyberspace strategy for
cyberspace [14]
Executive Order -- White February Direct government Yes No No No
Improving Critical House [4] 2013 efforts to protect
Infrastructure critical infrastructure
Cybersecurity from cyber threats
[15]
Presidential Policy White February Set "national policyon | Yes No No No
Directive -- Critical House [5] 2013 critical infrastructure
Infrastructure Security security and
and Resilience (PPD-21) resilience"
NIST Cybersecurity NIST [6] February Directed by February Yes No No No
Framework Version 1.0 2014 2013 executive order
DOD Cyber Strategy DOD [7] April 2015 Update to 2011 Yes No No No
strategy "to be more
transparent about
U.S. military doctrine,
policy, roles, and
missions in
cyberspace" [16]
Cybersecurity National White February "capstone" of more Yes No No No
Action Plan: Fact Sheet House [8] 2016 than 7 years of work
to direct federal
government to
improve cybersecurity
for all
Department of State State [9] March 2016 Update submitted to No No No No
International Cyberspace Congress
Policy Strategy
Executive Order -- White May 2017 Push executive branch | Yes No No No
Strengthening the House [10] agencies to address
Cybersecurity of Federal cybersecurity
Networks and Critical concerns
Infrastructure
NIST Cybersecurity NIST [11] April 18 “refines, clarifies, and Yes No No No
Framework Version 1.1 enhances Version 1.0"
DOD Cyber Strategy DOD [12] September Replace 2015 Yes No No No
2018 strategy; explain how

DOD “will implement
the priorities of the
National Defense
Strategy in and
through cyberspace”
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National Cyber Strategy White September Replace previous Yes No No Yes
House [13] 2018 cyber strategy from
2003; provide
updated priorities for
government agencies
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